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Overview

Problem Definition

Figuring out what to look for (Produce Known Data)
Locating Known data in memory from an Exemplar ECM
Finding Data in the Subject ECM (Unknown)

Decoding and Presenting the data
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Problem Statement

We want to connect to a truck...
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...and get data.

DDEC® Reports - Hard Brake #1

Print Date: 10/2/2013 2:30 PM Trip: 09/17/12 12:26:15 To 10/02/13 (CST)
f Tulsa Vehicle ID: DDEC & TIB

Driver ID:

. Odometer:

Engine S5/N:

m

mi Trip Time

gal Fuel Consumption
mpg Idle Time

% Idle Percent

mph Idle Fuel

Parked Regen Time
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Incident Time: 10/2/2013 1:07:54 PM (CST) Incident Odometer: £19.0 mi

Time | Vehicle Speed | Englne Speed |Brake|Clutch| Engine Load | Throttle |Crulise|Diag. Code
(mph) (rpm) (%) (%)
-0:59 23.5 0 No No 0.00 0.00 No Yes
-0:58 22.0 0 No No 0.00 0.00 No Yes
-0:57 20.0 0 No No 0.00 0.00 No Yes
-0:56 8.0 0 No No 0.00 0.00 No Yes
-0:55 16.0 0 No No 0.00 0.00 No Yes
-0:54 4.0 0 No No 0.00 0.00 No Yes
-0:53 12.0 0 No No 0.00 0.00 No Yes
-0:52 10.0 0 No No 0.00 0.00 No Yes
-0:51 8.0 0 No No 0.00 0.00 No Yes
-0:50 c.5 0 No No 0.00 0.00 No Yes
-0:49 4.0 0 No No 0.00 0.00 No Yes
-0:48 2.5 0 No No 0.00 0.00 No Yes
-0:47 1.0 0 No No 0.00 0.00 No Yes
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A direct approach may be needed

The electrical system is compromised.
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Bench Top Download (or Image?)

But this sets new faults.

OEM Software . B
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Bench Top Download (Fault Free)
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But, sometimes it’s not that easy.

The electrical
system is
compromised.
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Attempted Download

Able to connect, but throws a J1708 Network Error??

This isn’t covered in the manual...

Let’s take a peek inside the module.
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Chip Access
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Chip Access

Drastic measures

SAE INTERNATIONAL SAE 2015-01-1450




Chip Identification

CAT ADEM Il
1. Toshiba SRAM

2. MC68HC705C9A 8-
bit Microcontroller
(EEPROM)

3. Intel CAN 2.0
Controller

4. MC68336 32-bit
Microprocessor
(note: Mask-Rom +
SRAM)

5. AMIIC Branded
Caterpillar,
Presumed ASIC

6. Intel AB28F800 5V
Flash Storage
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Chip Identification

DDEC IV

1. MC68332 - 32-bit
CPU

2. Real-time Clock
controller

3. Presumed
Custom ASIC
controller

4. CAN Controller

5. Intel Flash
Storage IC
AB28F400
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Chip Identification

DDEC 5

1. Custom ASIC -
similar to later
DDEC4

2. Cypress
CY62137VLL
SRAM

3. AMD
AM29BL802CB
Flash Storage ICs

4. MPC555LF8MZP40 -
32-bit CPU

5. Real-time clock IC
EM V3020
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Another DDEC 5

Data is stored on flash
memory.

This DDECS5 used an Intel
chip.
Each chip stores 1 megabyte
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Chip Removal

Hot air rework station to removing the flash memory
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Reading the chip memory

Xeltek Super Pro 6000 Universal Chip Reader
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Software to run the Chip Reader

Output is a raw binary file (*.hex)

SP6000 - SUPERP

File Buffer Device

Nia]

Option  Project  Help

& €2 e

LoigicTest

AMD AM2ZIBLE02CE@SSOPSE G0000H*E SERins EEPROM

Checksum: 09071490H  File =

(meuﬂhnOTﬁnn|

Auto
Program
Read

Uerify
Blank_Check
Erase
Protect

Unprotect

Edit Auio Dev. Config | Dev. Info

Data Compare

Fins check error.
Success:0,Failure:0, Total: 0.
Count down : disabled.
Preparing. ..

AMD AMZOBLS0DZCERSIOPSE
Unmatched adapter!

Algo: FW16E AC

Feady.

Reading

Fead OF!

O:00'00"45 elapsed.

Reading

Fead OF!

O:00'00"45 elapsed.
Preparing. ..

Current time is 10/14/2013,15:24:25.

Feady.

Reading

Fead 0!

O:00'00"438 slapsed.

Preparing. ..

Current time is 10/14/2013,15:28:10.

Feady.

Success:

Failure: u]

Total: -

Count down:
Count Total:
Remains:

Save file : C:h%UsershKenworth'DesktophChip Captures\DDEC-V Sgt Hickey'iChip Achip-a-intel-hex-ddec-v-hickey.hex.

Sawve file : C:hUsershKenworth)Desktop'Chip CaptureshDDEC-V Sgt HickeyhChip B\ddec—v-chip-5-sgt-hickey-intel-hex.hex.

Disabled

u]

N

Reset Count Down

m

CANCEL
3:29 PM
10/14/2013
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Results in a Hex editor (Now What?)

o HxD - [C\Users\jeremy-daily\Desktop\DDEC5 Playground'ddec-v-chipl-intel-hex.hex]

i) File Edit Search View Analysis Extras Window ? =) 3
e L e [=]| DOS/BM-ASC[+]| hex =]

| &) DDECS-DDEC Reports-baseline 100413123456AAXTR | &1

i chip-a-intel-hex-ddec-v-hickey.hex| (3 ddec-v-chip-5-sgt-hickey-intel-hex.hex| (3 chipZBytes.ha(|

-

Offset(h) 00 01 02 03 04 05 06 07 OB 0% OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 1% 1A 1B 1C 1D 1E 1F

Q000F04RA0 &C 00 00 00 F2 03 00 00 F2 03 18 00 5% 08 00 00 14 00 6E 00 00 OD 00 0O OO0 OO OO0 FE 01 0O 18 01 1. LZ¥1.¥@..9.n
Q000F04CO 00 00 52 01 00 OO0 CB 03 24 00 7% 06 00 OO0 14 00 00 0O OO OD OO OO 00 OO0 OO FE 01 00 37 02 00 0O . D@ !F$ ve..T.
000FQ4EQ F2 03 00 00 F2 03 30 00 78 06 00 00 14 00 AE 00 00 OD 00 00 OO OO 00 FE 00 00 81 01 A9 01 E7 03 2v..2v0.x+..9.«.
Q00F0500 00 00 E8 03 2C 01 FE 00 00 OO0 32 00 2% 04 00 1A 00 00 30 00 00 FE 01 00 S0 00 OO0 00 F2 03 00 00 ..3v, CM...2.)%.—..0. I@ E...zw
000F0520 F2 03 30 00 EO 07 00 00 14 00 AC 00 00 OD 00 00 00 00 00 FE 01 00 18 01 7B 01 92 01 FA FF FF 03 2v0.ce*..9.4..»

Q000F0540 00 00 O3 00 00 00 14 00 &3 04 00 80 00 0O OO0 OO0 OO FE O1 OO0 00 O3 00 00 00 O3 00 00 FF 03 14 00
Q000F0560 90 12 00 00 14 00 94 01 00 40 00 00 OO0 OO OO0 FE 01 0O 4B 00 00 00 F2 03 00 00 F2 03 18 00 E5 08
Q00F0580 00 00 14 00 AF 00 00 OD 0O OO 00 OO0 OO0 FE O1 00 OO0 O3 00 00 00 03 00 00 FF 03 14 00 Eg OE 00 00
Q00FO5RA0 14 00 SC 01 00 40 00 OO0 00 OO0 OO0 FE OO0 00 2C 01 77 03 2C 01 00 00 FF 03 00 00 80 16 40 06 2C 01
Q00F05COo & 00 00 01 00 00 CO 00 00 FE 00 OO0 E1 02 &4 00 E1 02 00 00 FF 03 00 00 20 03 40 01 32 00 11 04
Q00FOSEQ 00 OD OO0 00O CO 00 00 FE 00 OO0 00 02 C& 00 00 02 00 00 FF 03 00 00 90 03 BO 02 OA 00 01 04 00 40
Q00F0&00 00 00 CO 00 OO0 FE OO0 OO 00 02 C8 00 00 02 00 00 FF 03 00 00 90 03 BO 02 OA 00 13 04 00 40 00 00
Q000F0620 CO 00 OO0 FE OO0 00 F3 03 41 01 F3 03 00 00 F4 03 58 02 FF 00 00 00 32 00 2A 04 00 1A 00 0O 30 00
000F0640 00 FE 00 00 C7 00 3E 01 C7 00 14 02 58 02 3C 00 FF 00 00 00 32 00 2B 04 00 1& 00 00 20 00 00 FE
000F0O6&60 01 00 AOD 02 00 00 AO 02 00 OO0 DB O3 30 00 0% O7 00 OO0 14 00 OO0 OO 00 OD OO0 OO 00 00 00 FE 01 0O
Q000F06E0 & 02 0D 00 00 00 OO0 00 FF 03 00 OO0 40 38 40 1F 32 00 00 00 00 OD 00 OO CO 00 OO0 FE OO0 00 EOQ 02
Q000FO6R0 OO0 00 EO 02 00 00 F4 03 30 00 00 0% 20 01 32 00 15 00 OO0 OD OO0 OO 40 00 00 FE 00 00 00 0O 0O 00
Q00F0&CO 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OO0 0O OO0 00 00 00 OO OO0 00 00 00 00 OO0 OO 00 00 00 00 00 00
Q000F0O6ECQC 00 00 00 00 OO 00 00 00 00 OO 00 00 00 00 OO0 00 00 OO0 00 OO 00 00 00 00 32 00 OO0 00 00 00 32 00 .... .
Q00FO0700 00 00 OO0 00 CE8 00 00 15 B8 64 A0 00 OT7 OD 88 5C 32 00 00 00 00 OO0 32 00 OO0 OO OO0 00 40 00 40 00 LSBdA.erENZLLLLL 2. @.e.
Q00F0720 10 OD 40 00 40 00 40 06 40 00 40 00 00 00 OO0 OO0 40 00 40 28 00 00 CO 02 CO 01 00 00 40 FP@ @ EeB.E..... B.B(. LOL@ LB

000F0740 00 00 05 31 04 64 40 10 00 40 50 C3 00 OA 80 OC 00 40 50 C3 01 OA 1A 01 00 40 50 C3 00 glod@r epl.m g#.@P}@H~. erl.mo
000F0760 00 40 00 00 CO 23 80 47 40 63 00 8F CO B2 00 00 00 00 00 00 73 00 4D 44 46 36 4D 3 . Licaek. AlS...... 3
000F0780 PC D2 08 15 15 00 00 00 60 00 20 84 4D 44 48 35 30 4B 30 34 1A 27 14 00

000FO7AD [4D 44 48 35 30 4B c4 3 14 0B 0 4D |{DH50K041—$!§f..u.myHDFbHTLK,[u~
000FO7CO [15 00 02 00 60 00 ) 44 = 5.8.°. SMDH50K04-—*wqId@. " .y&MDHS
000FOTEQ |30 4B 30 34 12 0B oK041Lzvgs@

000F0800 00 00 00 00 00 00 00 00 00 70 08 61 09 CO 03 CO 03 CO 03 EO Ol 80 OD A0 OR FE 08 1E 08 ...euuvenns. poaclvly vucgpas-ugu
000F0820 &4 07 OC 07 AC 06 06 gerstaverslarazacs|slevelereqery
000F0840 BB 03 8D 03 SE 03 02 1viv“v,vx ®COTOROTDE. ... ... gace
000F0860 CO 03 00 05 00 00 00 YR [o[cEogara
000F088 g 01 18 01 68 01 46 1919n0E@PFp17 99 Flateppran. ... ..
000F08Z0 00 00 00 00 00 00 00 CeCOCecerorecacarel!
000F08CO B0 13 B0 13 BO 13 13 SUSHI D] A A
000FOSEO 05 10 05 10 05 10 10 laps, aiscece
000F0900 56 05 BD 05 C4 05 0s ! [RLSISME-SEESL 744 BAS
000F0920 78 06 D7 06 33 07 07 {#}43-2-5+Rofin) L5QuEatz Ly |Enssa=
000F0940 €2 F5 70 FD 70 FD 70 FD FF FF 1lp*pp* . S0ieLviveeieve

ael, pesecvrvrezectce, . 7.0.0 yos0
Jonereretoivivivaezesie. . CORB v~V L
T4Leaala—dcaCelezese Lemne a8, -
ELE . B B8 | H. KK KK Hurnnnns

000F0%&0 96 05 C&8 00 OB 02 94 02 24 03
Q000F0%80 ED 01 08 02 52 02 8C 02 ET 02
Q00F09R0 27 04 SC 04 05 05 &C 05 CD 05
Q00F09CO &8 00 88 00 88 00 88 00 88 00
Q00FO%EQ 00 00 00 00 00 00 00 00 00 00
Q00FOAOO OO0 00 OO0 00 00 00 00 00 00 00

Offset: FOT76 Block: FO776-FOTFF Length: BA Overwrite
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NEED TO DECODE AND
INTERPRET SOME DATA

ITS ALL BINARY (HEX)!!

AAAAAAAAAAAAAAAA



Human Readable Hex

Letters and numbers are encoded using ASCII.
Strategy: Look for known ASCII, like VIN and Serial Number.

1y HxD - [Ch\Users\jeremy-daily\Documents\Dropbox\Synercon Technologies\Consulting’13-001-1216 Leizerman DDEC VADDEC V Chip Data\DDEC-V f... Elﬂlﬂ
= S ———

ﬁ File Edit Search View Analysis Extras Window 7 N =S

s - 2 cH a2 EH ANSI EH dec E|
i Chip2.bin| [ ChipAbin | i) Untitledl | 2] ChipB.bin|

Offsetc(d) 00 01 02 O3 04 05 06 O7 O8 0% 10 11 12 13 14 15 16 17 18 15 20 21 22 23

00073728 ED FO BF EB CB CS5 D@ D3 ES DF F3 EB FF F9 FF FF FF FF FF FF C4 BE D2 CB 18;&EAUOARSE T VTVAROE .
00073752 DE D8 EB E5 F9 F2 FF FF FF FF FF FF BC FF C9 C3 D7 DO E4 DE F2 EE FF FE8 EBEEitoyyiiiilyEi=Dibodis bl
00073776 FF FF FF FF FF FF C2 BE DO C8 DD DE EA E4 F8 F2 FF FF FF FF FF FF BS FF §iyivih-DET0eaeo¥iiviv v
00073800 C7 CO D5 CE E3 DC F1 EA FF F8 FF FF FF FF FF FF BE B2 CA C4 Dé DO E1 DC chbialheveviivyis, EAGDAT
00073824 EE E8 F9§ F3 FF FF FF FF B FF CO BE CE C6é D5 DO E0 DA EA ES5 F4 EF FF FA isudyiiiIvh-EESpavedsiim
00073848 FF FF BS B4 C2 BD CB C7 D5 DO DE DA E8 E3 F1 EC FA F6& B3 FF BC B8 Cé C2 ¥y AxFCOppUessiins iyl FA
00073872 CF CB DS D4 E3 DE EC E7 Fg F1 FF FA 7E 7E 7E 7E 7F 7E 82 80 80 83 20 80 IEUS3Bicofiji~~~~.~, EEFEE
00073896 80 20 80 80 FF 80 FF FF FF FF FF FF EIENEEREE IR ccccisivvivyFLIUGARCEINT
i| ooo7zozo EEREEREEREENGEREFE! Do D3 CB CE C8 C9 CE CE C4 C4 C4 C4 C4 C4 C4 C4 00 P39304p0EIEEEEARRRARRR . .
00073944 00 00 00 OO0 OO0 OO OO0 00 OO0 OO0 00 00 OO0 00 00 OO0 00 00 00 00 00 00 Q@00 ... nnrnnnnnnnn.
00073968 00 00 00 00 00 0O 00 00 EC EC EC EC EC EC EC EC EC EC EC EC EC
00073892 EC EC EC EC EC EC EC EC EC EC EC EC EC EC +4
00074016 EC EC EC EC EC EC DD Ef EC EC EC Ec Ec Ec 20 80

00074040 EC DC EC EC EC EC EC EC EC EC F2 EC EF EF - ca e e e e s — S ——
| sooreen s Eeeveryyyyiiioei

xxxxxxxxxxxxxxxx

SJWL |
Offset: 73908 Block: 73908-73925 Length: 18 — R T e
L — = 00 00 E3IS9309DOEIEEEEAARARDAR ., | 4

I:II:I I:II:I " ® m E E E  E E E E §E E N N N N N N N N N NN
EC EC ........11313333333333333
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2 Byte Reversals

The flash memory is used such that the bytes are stored with bytes
that are reversed.

The VIN from the raw memory says:
F1 JU 6A KC 63 WL 23 93 ¢4

After swapping every 2 bytes, it becomes:
1FUJAG6CK36LW32394

This is 18 bytes, but VINs are 17 characters

We can also find serial numbers (search for “R6”)
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Simulated Data

Issue: Still need to decode the data...

Strategy: Get an exemplar ECM and put a known speed record on it
to find the Hard Brake and Last Stop Events.

DDEC® Reports - Hard Brake #1
Print Date: 10/4/2013 1:23 PM Trip: 12/12/05 20:56:39 To 10/04/13 (PST)
DDC Vehicle ID: DDEC5-TEST
Driver ID:
, - Odometer: 532323.9 mi
( ) - Engine S/N: 06R0O760090
Trip Distance 473875.7 mi ip Ti : :
Trip Fuel 94635.50 gal Fuel Consumption 4.53 gal/h
Fuel Economy 5.01 mpg Idle Time 11330:35:08
Avg Drive Load 46 % Idle Percent 54.29 %
Avg Vehicle Speed 49.7 mph Idle Fuel 7417.38 gal
Incident Time: 10/04/13 7:14:18 (PST) Incident Odometer: 532323.0 mi

Vgl}i cle Speed (mph)

-1:0¢( -0:5¢ —0=5( -0:4c° —0=4f -0:135 030

— Engine RPM |
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Get help from the Network logs

DDEC Reports downloads data in 9 groups called data pages.
Use J1587 Transport layer to reconstruct the network traffic.
* XTR file is close to a network log.

Borrowing from last year, we can map the XTR file contents to
DDEC Reports elements. (2014-01-0495)

Enables pattern matching for data elements like Mileage and Times.
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Find the Data pattern (Hard Brake)

-

Iy HxD - [Ch\Users\jeremy-daily\Documents\Dropbo\DARPA CFT MEIT\Baseline Data\Detroil Diese\DDEC 5\DDEC Reparts\DDEC5-DDEC Reports-ba

seline 100413123456AA.XTR]

Bl H e

E|| ANSI

E File Edit Search Wiew Analysis Extras Window 7

El dec

[

2] Chiplbin | & Chip2.bin | ) ddec-v-chip-A-sgt-hickey-intelhex | & ddec-v-chip-B-sgt-hickey-intelhex | 2] cat-adem-II-test-intel-hexhex| i DDECS-DDEC Reports-baseline 100413123456 AA.XTR

Offset (d)

00004000
00004032
00004064
000040586
00004128
00004160
00004152
00004224
00004256
00004288
00004320
00004352
00004384
00004416
00004448
00004480
00004512
00004544
00004576
00004808
00004840
00004872
00004704
00004736
00004768
00004800
00004832
00004864
00004856
00004528
00004560
00004552
00005024
00005056
00005088
00005120
00005152
00005184
00005216

o]0

00
87

01

oo
02
oo
E7

6E
50
40
D&
45
40
49
53
40
91
T0
40
58
26
40
00
42
40
3F
3C
40

0z

00
00
00
06

17
B3
42
14
TB
48
18
86
58
14
RO
40
09
00
EF
00
00
00
oD
00
09

03

00
00
00
00

30
40
RS
51
40
oD
TE
40
35
00
40
ic
26
40
1z
00
40
6l
3D
60
FC

04

00
g9
00
DE

65
3R
ic
7D
48
1a
LE
57
1B
00
58
11
00
2C
aD
00
00
oD
00
o7
OE

05

14
CE
B2
39

0a

00
03
45
51

a7

51
00
ZE
00

40 36
18
BE
45
1a
ZE
51
1a
71
56
13
00
31
09
04
00
oD
00
o8&
oD
6l

75
51
40
20
4R
40
Fz
37
40
11
40
a0
58
27
00
00
43
40
41
3C
00

59
40
3R
14
40
B2
38
40
35
00
(1]
SE
ZE
40
8F
40
40
35
59

08

00
48
01
4B

17
84
44
15
TB
48
18
70
58
13
6E
3F
09
00
E3
00
00
0z
oD
00
oc

09

0z
ga
TF
8F

10

FF
8F
cz
a0

11

a7
00
2B
17

28
40
ic
52
40
23
T3
40
16
SR
40
CD
27
40
0z
00
40
ga
39
40
24

5E
3C
iD
TD
49
16
Rl
57
1B
aD
57
oD
00
2C
01
00
00
oD
00
0a
13

40
B7
5B
40
8F
40
40
DDy
2B
40
3C
00
a0
6l
5F
40
ga
3C
40
32
4F

1z

E7
0o
CR
36

1
19
8F
46
16
T3
53
1a
63
57
13
00
30
09
B&
00
oD
0o
086
oD
80

13

39
00
EBE

&7
51
40
Ta
52
40
SR
47
40
39
28
(1]
58
23
ET
87
43

14
51
00
8B

15

00
00
2R

Ch
2R
40
Bh
50
40
sC
71
40
Ez2
5D
40
a7
28
40
00
AL
40

14

EA
00
2C

a0
60
3E
14
7D
4n
1a
aF
57
1n
80
56
o7
00
2B
DC
00
00

17
E3
00
BT

18

oc
00
CD

36
37
1A
00
48
16
TB
54
1n
SE
57
13
00
ZE
09
51
00
oD

19

00
00
28

68
Rl
6l
40
TB
3F
40
a7
40
40
58
47
a0
SR
24
00
0B
40

SAE 2L Bt

00 OE 36 1o 46 77 00

20

1A
a0
00

17
93
41
15
T3
4R
1A
79
57
13
6F
19
09
00
00
oc
00
05
oD
08
0OE

21

EC
SE
00

35
40
B7
34
40
CF
6l
40
DC
58
40
55
26
40
00
7D
40
48
3R
40
85

22

DR
oD
00

(3]
3F
10
83
49
16
94
58
1n
7D
54
09
00
2B
00
00
00
oD
00
a7
16

23

04
[ 18]
00

40
2R
3D
40
SR
a7
40
[
2B
40
CF
2B
a0
SE
00
40
TR
40
40
[ 18]
3E

24

(1]
ZE

25
F2
17
00

26
00
ER
02

27
00
15
00

28
TT
00
LE

29
98
8C
03

30

=
Céa
01

39
1B
T8
47
16

56
1B
68
59
11
00
2C
09
00
00
oD
00
a7
oD
4B

31
0z
08
TB

6l
SR
40
OR
15
40
93
3D
40
B2
00
a0
a0
24
40

3F
40
37
4B
00

....... Q..¥.¢oQ.°4...10.£4. .w-5.

I I z 5. .EE.

..... CROT S =V -3 (P §
- e e

&n.0e@6u. ("B6g.* @7;.5k@7I.7kGoa
PFfE:p.Q.B<- . Q.B>z.a"@?%. . BR{. 2
.BB¥.YZ@D..[.BCi...BR-.=]BCF.Ex@
DZ.Q}EE .R}BFv.P}RF{.4cRGC.N}EG.
.E{@H:.J{@I..R,Q@J4.?2@I5. .>8Iz..
JRH....@H#.@=@I\.J{@JI.g BM3.£38
OL.~ @Qo.s;@55.gYRT. .avAUe. 2.8V
LSTEWE . ToRWY.G)}EWs . BVvEX. .Az@X (.=
vRXS . BqBX. . +cBWS. & BWH. +c@WE. 0n@
VL LBV, Z.EW9. 1 SEWK.X)EX’ .e2@YE
.p BX5.@n@W<. (LEVP.Go@TI.. @Qa..

LEM. L. 2T —E T+, N GE S
3X.E. XL L OX. (L L2 E. T L EL T,
LELE, LB, e LB LELEL LR, .5
5 .. 9g..09Q...... Boou. @
..... B.....@.%...@8...}.B.".B.@.=
.B.&...C.@.7.C.8.,.B.B.2.7.@.q.7?
.@.a.B.@.t.<.@.R.B...F.E8...H.<.8
L?.=.B.R.9.8.7.<. . B.:.B.T.; 7
€. .5.¢.B.2.¢.8.5.<.8...5 @261{
LB.G.Ya..5.08..6.Fw.....>0. . v . 3K,



Last Stop Data

i HxD - [C\Users\jeremy-daily\Documents\Dropbox\DARPA CFT MKINChip Data\DDEC-V DARPA Dec13\Chip2.bin]

@) File Edit Search View Analysis Edtras Window ? [=]&][x]
Hrl | i 2 [=]| Anst [=]| dec =
] Chiplbin| ] Chip2bin | ddac—v—chip—A—sgt—hickey—mtel.ha(| [ d.dec—v—chip—B—sgt—hickey—intat.ha(I [ cat—adem—m—tst—intel.—ha(.ha(I | DDEC5-DDEC Reports-baseline 100413123456 A4 XTR

Cffset(d) 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
I 0Dg6e8800 &0 00 00 00 00 1C &0 00 00 00 00 21 &0 OO0 OO0 Q0 00 25 &0 00 OO0 00 OO0 29 &0 00 00 00 00 2D &0 0O

00868832 00D 00 00 31 60 00 00 00 00 35 60 00 00 00 00 39 60 00 OO0 00 00 3D 60 00 00 00 00 41 €0 00 00 Q0
00868864 00 45 €0 00 00 00 00 4% €0 00 00 OO0 OO0 4D €0 00 OO0 OO0 00 51 €0 00 OO0 00 00 55 €0 00 00 00 0O SA
00ee889€ €0 00 Q0 00 00 SE €0 Q0 00 00 00 €2 €0 00 00 00 00 €6 &0 00 00 OO0 QO &A €0 00 0O QO QOO0 €E €0 0O
00868928 00D 00 00 72 €0 00 00 00 00 76 60 00 00 00 00 7A 60 0D OO0 OO0 00 €4 €0 00 00 0D OO0 60 €0 00 00 QO
00868960 00 S5C 60 00 00 00 00 58 60 00 00 00 OO0 54 €0 00 OO0 OO0 OO0 50 €0 00 OO0 OO0 00 4C €0 00 00 00 00 48 . ..
00868992 €0 00 Q00 00 00 45 €0 Q0 00 00 00 43 €0 00 00 00 QOO 3F €0 00 00 QOO QO 3B €0 00 QOO0 QOO0 00 37 €0 QO ~... PR o [ R P
00869024 00 00 00 33 €0 00 00 00 00 2F 60 00 00 00 DA 04 1A EC 4E 14 A% 77 17 36 CA 90 17 36 &F 20 00 48 ...3%..../"...0..iN.0w.6E..6...K
00863056 00 00 7C D1 6E 17 30 36 40 €5 75 17 28 36 40 S5E 67 17 2A 36 40 60 A1 17 35 37 40 6B CE 17 37 37 ..|ﬁn.06@au. (6@“g.*6@‘i.57@kf.77
00869088 40 6B 61 18 50 39 40 83 FE 18 51 3A 40 84 BT 19 51 3C 40 85 7A 1A 61 3E 40 93 2A& 1B S5E 3F 40 90 @ka.P9@fb.Q:@. .Q<@.z.a>@"*."7@.
00869120 FC 1B 5& 41 40 8F A5 1C 59 42 40 8E 1C 1D 5B 44 40 8F €A 14 00 43 40 00 B7 10 3D 41 40 5D 83 14 {.ZAG.¥.YBEZ..[DE.j..CE.-.=R@]f.
00869152 4B 43 40 78 D8 14 51 44 40 7D 20 15 52 45 40 7D 76 15 50 46 40 7D 7B 15 34 46 40 63 C7 15 4F 47 EKCE@x@.QDE! .REE}v.PFE}{.4F@cC.NG
00869184 40 7D OA 16 4B 47 40 7B 3A 16 4A 48 40 7B 8F 16 52 49 40 82 C3 16 3F 4A 40 73 SA 16 1B 49 40 3E @,-.KG@‘:.JH@‘-.RI@;"A.?J@SE..I@)
00869216 7A 16 15 48 40 2F OD 16 14 48 40 2E 23 16 40 48 40 73 5C 16 4A 49 40 78 CF 16 67 4R 40 A0 8 17 =z..IG/...HE.#.@H@s\.JI@{I.gJ@ &.
00869248 80 4D 40 RA 49 18 7E 4F 40 &8 F2 18 73 51 40 A1 9A& 19 71 53 40 9F 07 1A €1 54 40 94 65 1A 5A 55 €ME=T.~08"4.s08;3.qS@¥..aT@"e.ZU
00869280 40 8D 93 1A 53 56 40 86 B2 1A 37 57 40 70 DD 1A 47 57 40 7D F6 1A 40 57 40 79 QOE 1B 41 58 40 7A @.".SV@'I“.TW@pY.GW@)d.@W@y..AX@Z
00869312 28 18 3D 58 40 76 35 15 38 58 40 71 16 15 2B 58 40 63 E2 1A 26 57 40 SE DC 1R 2B 57 40 €3 C% 1A (.=X@v5.8Xeq..+XEcd.sWe~T.+Weck.
00869344 30 57 40 68 91 14 00 56 40 00 11 13 S5k 56 40 9D 39 13 5D 57 40 80 58 13 58 57 40 7D 92 13 65 58 OWEh ..VE@...ZVE@.9.]WREX.XWE}" .eX
00869376 40 87 B2 13 70 59 40 A0 35 13 40 58 40 6E 3C 13 28 57 40 4C 50 13 47 56 40 €F CF 12 11 54 40 21 @#<.p¥@ 5.@XEn<. (NELP.GVEoI
00869408 FB 11 00 51 40 00 1C 11 00 4D 60 00 CD 0D 00 3F €0 00 97 07 Cé 20 €0 00 55 0% 25 18 60 00 5C 09 G..Qe....M .I..?".—.E ".0.+
00869440 26 2C 60 00 58 09 26 33 60 00 58 09 27 31 €0 00 58 09 28 30 60 00 S5A 09 26 2E €0 00 60 09 26 2D &, .X.&3 ' .X.'1".X. (0" .Z.&."
00EB69472 LR, Bt

00869504 [.5,8...;. %4
00863536
00E69568
00869600
00863632
00E639664
00869696

008639728 5 ] ] < T .. \
00862760 5 5 6 65 6 sl .G

soesers: 00 00 87 02 03 00 89 CB 00 00 Uu_
sosesncs 00 00 13 E2 64 02 82 E7 00 00 00
soscancs 00 00 00 00 94 00 E7 8B 00 00 81
Soennoie 0L 00 95 C8 EC 01 B5 51 4E 14 05
20870050 00 00 00 01 00 00 00 17 36 AO 7F 00
soerozes 00270528 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Soa1208 00870560 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
20870272 0870592 00 00 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00

00870304 4E 14 22 17 0B 00 DF F1 50 02 A3 55 08 00 8C Cé DA 04 1A EC 11 2A 2C B5 OC 00 BA E3
00870336 ©8A 02 77 96 0D 00 S0 SE 00 00 00 00 &C 87 00 00 2F 00 31 3C 7E 88 00 00 10 00 FO B2 b
00870368 00 00 7A 08 00 00 87 02 03 00 89 CB 00 00 00 00 00 00 00 00 00 OO0 00 00 AD 00 EE 8A 00
00870400 OE 00 AT Dé 00 00 13 E2 64 02 82 ET 00 00 00 00 00 00 OO0 00 OO0 OO0 OO OO0 00 00 00 00 00
00870432 00 00 00 00 00 00 00 OO0 S4 00 E7 8B 00 00 81 7B 17 00 2C 2E AD 05 08 55 03 00 B2 38 8F 00
00870464 04 13 AE 74 OA 00 95 C8 EC 01 B5 51 4E 14 05 77 17 36 A0 7F 00 04 00 00 10 01 FF 93 DE BS
00870496 00 00 00 00 OfGe gTrUtve=0a..] 36 R0 7F 00 00 00 00 17 36 A0 7F C4 9B 01 00 37 35 00 00
00870528 00 0OgeEU 00 00 00 00 00 00 00 00 00 '®8,00 00 00 00 Q0 00 00 00 00 00 00 OO0 00 00 00 00 00
00870560 04700 00 00 00 00 00 00 00 00 00 00 00 OUNQO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
00870592 4’00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 O&, 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ....c.vciinnnannnnnnnnt

534 Block: 869534-870253 Length: 720

Offset: 860534 Block: 860534-870253 Length: 720 Overwrite e ————

L __ — = |
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Hard Brake 1 Comparison

DDEC®& Reports - Hard Brake #1
e: 107472013 1:23 PM 2/05 20:56:35 10

Hard Brake 1 . _

[s2]
o

=—a Vehicle Speed| |><—>< Brake Switch

(=)}
o

Vt_ap]i.cle Speed (mph)

Brake Switch
0 = Released

Speed (mph)
B
o
T

1 = Applied

N
o
T

........ Y : B0

b : | | o )
—-50 —40 —-30 —-20 —-10 0 10 . —

N
w1
(=3
(=]

| Pru— Englne Speed| l Clutch SWltCh : -1:00 -0:85 -0:50 -0:45 -0:40 -0:3§ -0:30 -0:2§ -0:20 -0:18 -0:10 -0:08 0:0 +0:05 +0:10 +0:15

Er_x%;ne RPM

800

2000 H-- -

1500

0 = Released
1 = Engaged

1000

Clutch Switch

Engine Speed (RPM)

500 L ) -1:00 -0:85 -0:80 -0:45 -0:40 -0:35 -0:30 -0:25 -0:20 -0:1§ -0:10 -0:05 0:00  +0:05  +0:10 +0:15

=50 -40 -30 =20 -10 0 10 e

+—+ Engine Load

100F--------- P SR ___________ ..................... --4100
80 80
60 60
40 40
20 20 —

-0:10 -0:05  0:p0  +0:05 +0:10 +0:15

Brake
Zpplied

Released ' ' '
00 -0:10 -0:05 000 +0:05 +0:10 +0:15

Throttle (%)

Clutch
Engaged

Engine Load (%)

-0:10 -0:05 000 +0:05 +0:10 +0:15

Time (s)
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Hard Brake 2 Comparison

DDEC® Reports - Hard Brake ¥2
Hard Brake #2 EER T Wik R R = | i s
T T T T T T T
60| m—m Vehicle Speed‘ Brake Switch | L -
PNV 1 g?}g
£ A0t R ‘% BE
8 SOE - gl qu Ciien. fdome er: Spiczl.? omi
‘§ o0l e g g'ﬂ' Vehicla Spea-d (mph)
10
0 j i j j j 0
=50 —40 -30 -20 -10 0 10
T T T I T T T
< 2500 e—e Engine Speed| S | +— Clutch Switch|
o N B H H H B -
£ 2000 |t e 1 S © O
8 : : : : : : = %
¢ 1500 g2
& e
¥ 1000 g
'é‘ Ood
o 500
0 i i i i i ; I P
-50 -40 -30 -20 -10 0 10
T T T I
+—+ Engine Load‘ :

B L00 100 — :
o s
T 80 180 3
3 = :
v 60 460 © !
£ < S _ ; - 0w e
2 40k 40 +
w
20 20
0 —-30 =20 0 LEUA1SI2 54 BN KR LM £/W: 2,000 Yorsion: . 02-GUZIE-NULEY Pag: o

Time (s)
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Last Stop Comparison

Reports - Last Stop Record

FEHE G Trip: 12710734 ZUsvhisid

Last Stop Record

T T T T T
141 m—a Vehicle Speed| -------- | »—  Brake Switch |
Z 583
‘*E’ L%E % L, Slen Plns: CLA177.0 2033000 (0810 Lest aoop Gdomse s S32XEZ.T i
3 R
o % I Vehiele Spaad (mph)
& 5o i
-100 —80 —-60 —40 -20 0
< 25001 *° Engine Speed | ,,,,, 1 j +—+ Clutch Switch
[~
: : : ; : : co
52000 H . TR s U - "':""""1338
3 \ | \ 82
g 1500 ng2
& : ﬁg'-“
Q 1000} Ao e T S0
= : o
S 500 -
0 I | | I O
-100 -80 -60 -40 -20 0
T T T T T
+—¢ Engine Load ; +—+ Throttle
§100- .............. RS SR SUNT b J100 &
= : : : : )
© GO oo 180
— : . : . | E=)
F e e O R SR ff I el
2 40|l ) R e fh 140
w . v : :
20
1 1 O
-60 -40
Time (s)

L1uidl3.25

LOH S/W: Z.000 Voraion: H.0Z-COZHE=0UGE Faz: 171
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Daily Engine Usage

DDEC® Reports - Daily Engine Usage

Print Date: &8/21/2013 11:08 2M Date Range: 01/18/07 To 01/07/00 (EST)

University of Tul=sa

800 5. Tucker Dr Vehicle ID: TIE DDEC4

Tulsa, OFR 74104 Driwer ID:

(918)631-305¢ Engine 3/N: JeR0499534
Date: 1/18/2007 Total (hh:mm) 09:132 06:00 08:47
ctart Time: 00:00:00 EaT Hour (EST) Drive (min) | Idle (min) | Off (min)

: — 00:00-02:00 0 120 0
Cdcmet&r. J_I-._ILF'EJ_UE.UU ml [::‘2:[}':'—[::‘4:':'1:] 'I:] 12.‘:] [::I
Distance: 548.80 mi 04:00-06:00 96 24 0

0&:00-08:00 104 le 1]
1: 95.25 1
Fue I 08:00-10:00 110 10 0
Fusl Econocmy: 5.76 mpg 10:00-12:00 4 (517 0
12:00-14:00 120 0 i)
hverage Spesd: 39.54 mph 14-00-16-00 60 4 47
16:00-18:00 ] 0 120
18:00-20:00 0 0 120
20:00-22:00 0 0 120
22:00-24:00 0 0 120
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Daily Engine Usage Log Data - .XTR file

r 4
ol HxD - [C\Users\jeremy-daily\Documents\Dropbox\SAE Paper on Digital Forensics\DDEC Reports.., E@ﬂ
@ File Edit Search View Analysis Extras Window 7 — |5

i b cH D es 16 [=|| AnsT [v]| dec [v|

| BaselineDDECA XTR |

Cffserc(d) OO0 01 02 03 04 O5 06 O7 08 05 10 11 12 13 14 13
00001760 OO0 SC FF OO0 OO0 &0 OO0 OO0 OO0 11 OO0 OR 02 00 00 00 ...’ c..e.oan.n

00001776 OO0 01 OO0 O3 00 03 00 00 SC FF 00 00 €0 OO0 00 00 ........ eV, ...
00001792 11 OO0 OA O2 OO0 OO0 OO0 00 01 00 03 00 03 00 00 3C ... i ii i nnns [+
00001808 FF OO0 00 o0 OO0 OO0 OO0 11 OO0 O&A 02 00 00 00 00 01 ¥.. ..ivvvvrrnnns
00001824 00 O3 00 O3 OO0 00 SC FF 00 00 €0 OO0 00 OO 11 00 ...... V.. e
00001840 OA 02 00 OO0 OO0 OO0 O1 00 O3 00 04 00 00 9C FF OO0 .....cvvvnnns ey.

00001856 00 &0 00 OO0 OO0 11 OO O&A 02 OO OO0 OO0 00 01 00 03 .- |E}
00001872 00 O3 00 00 SC FF 00 00 60 00 00 00 11 OO0 0OA 02 . Bl
0ooolsgs OO0 OO OO0 OO0 O1 OO O3 00 O3 00 00 9C FF 00 00 &0
00001904 OO0 OO 00 11 OO0 OA O2 00 OO0 00 00 01 00 03 00 O3
00001920 00 00 9C FF 00 00 0 00 OO0 00 11 OO0 OA 02 00 OO
00001936 00 OO 01 OO0 O3 00 O3 00 00 8C FF 00 00 &0 10 0O

00001952 04

00001968

00001984

00002000 2B 6F 95 00 78 51 48 27 37 18 06 1B 18 78 T8 78 +o™.mxQH'T....XEX

00002016 00 27 Oe 48 75 61 T2 53D 60 00 00 00 OT7 12 6C 01 .'.Huar] ..... 1.

00002032 50 11 75 25 25 5D 5% 00 78 T8 30 28 OA 04 00 41 P.u)F]™.xxO0(...4

00002048 46 T8 T8 T8 00 00 14 2F 6E 74 T8 31 32 00 00 00 Fxxx.../ntxl2...

00002064 8 0B DD 00 47 08 74 29 8D 51 99 00 OO0 00 OD 16 ~.¥.G.t).Q™.....

00002080 05 1D 04 25 78 3D 00 45 00 00 25 61 T3 43 02 12 ...)x=.E..%a=sC..

00002096 00 21 00 1E OO0 OO0 OO0 00 6B 43 73 29 8D 31 989 00 .'...... kC=) .0™.

00002112 OO0 OO OO0 OO0 OO0 OO0 OO0 OE OO0 OO0 00 Q00 00 00 00 00 ....vievnnnnnnnns -
Offset: 1956 Block: 1956-1991 Length: 36 Overwrite
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Determining Data Meaning in the

Interpreted Data

Bytes Hex Value (s) Decimal LSB Value Meaning Value
Sequence

70 15 5488 0.1 mile Distance 548.8 miles
7D 01 381 0.25 gal Fuel 95.25 gallons
50B4 77 29 695710800 1 sec from Start Time 17 Jan 2007 at
epoch 23:00:00 CST
8-11 258599 00 10061093 0.1 mile Odometer 1006109.3 miles
12-23 78 78 18 10 0OA 42 120 120 24 16 10 1 Minute Idle Time Same as
000400000000 66040000 Decimal
24-35 00 00 60 68 6E 36 0096 104 54 120 1 Minute Drive Time  Same as
784500000000 690000 Decimal

All other data are calculated.

Interestingly, the . XTR file contains minutes, but the chip memory
contains seconds.

SAE INTERNATIONAL SAE 2015-01-1450 33



Chip Memory Contents

XTR file has 36 Bytes for 1 day in the Daily Engine Usage Log.

However... The memory record containing the Daily Engine Usage data is
contained in a circular 30-day buffer with each day holding 66 bytes.

This was determined by locating the odometer readings since the MSB’s were
the same. There were 66 bytes from one 4-byte odometer reading to another.

Data Unit Logﬁtcion Word Size LSB Example
Description (LSB last) Value P
sequence

Start Time

Seconds 1,0,3,2 Figure 16
Stam 0
Miles 5 4,7,6 U32 1/640  Figure 17

Miles 9, 8,11, 10 U32 1/640  Figure 18
Traveled

Fuel Used Gallons 12,13 Ul6 0.125  Figure 19
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Daily Engine Usage Time

XTR file = 24 bytes

Memory Chips = 48 bytes, so there twice the bytes that are in
memory but not transmitted on the network.

XTR file has minutes coded as single bytes (0-255)
Memory stores times in seconds as 2 bytes (16 bit) (0-65536)

Only Drive time and Idle time in each 2 hour block are recorded in
memory.

Drive + Idle seconds in memory contents did not always sum to
7200 seconds ( 2 hours)
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Decoded Daily Engine Usage Log

Total Daily Time | 00:00-02:00 02:00-04:00 | 04:00-06:00 06:00-08:00 08:00-1C

Central Standard . . Idle Drive . ,
Time Miles Miles Gallons (HH:MM) (HH:MM) Idle Drive Idle Drive

IllEerAs 02:00: 530196 . i . : . .
Jan 2010 BOINY _ 346.5 76.750 15:23 08:04 82:33 26:49 65:43 54:17

8
SEROLERNERE 02:00: 530543 . . . : . .
2010 00AM 3 470.0 111.625 13:60 09:58 120:00 00:00 108:47 11:12

SrEiiel 02:00: 531013 ; _ : : . .
Sl 00AM 3 506.1 111.750 13:57 09:43 120:00 00:00 120:00 00:00

Idle Drive Idle

20:38 99:22 55:49

00:00 128:0 05:12

49:13 49:57 03:28

Drive Idle
41:00 00:44
114:48 00:00

116:33 116:25
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